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ANTI-CORRUPTION IN

GERMANY
Hans-Hermann Aldenhoff is a partner 
at Simmons & Simmons. He heads the 
German Simmons & Simmons offices 
and is also the firm’s international head 
of dispute resolution, covering both 
contentious and non-contentious dispute 
resolution and corporate compliance.

One particular field of expertise is 
white collar crime, where Hans-Hermann 
advises corporations on all labour and 
criminal law related proceedings against 
former management or third parties, as 
well as on corporate compliance issues. 
He is also a member of the firm’s crime, 
fraud and investigations group.

He publishes frequently in the areas 
of compliance and criminal law. He is 
recognised as one of Germany’s leading 
experts in the fields by WirtschaftsWoche, 
Chambers and JUVE. By invitation of 
the United Nations, Hans-Hermann 
advised the government of the Palestinian 
administrated regions on anti-corruption 
legislation and acted as a trainer for 
the legal authorities in 2013. In 2015, 
members of the German parliament 
consulted him as a legal expert on the 
draft legislation against corruption in the 
health sector.
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GTDT: What are the key developments related 
to anti-corruption regulation and investigations 
in the past year in your jurisdiction?

Hans-Hermann Aldenhoff: In May, the German 
Federal Supreme Court imposed criminal 
liability on an authorised representative of a 
company and imposed a fine against the legal 
entity. The level of the fine was a significant 
issue; the judges stated that the implementation 
of a compliance management system is of 
importance and has to be taken into account in 
the calculation of the fine. It must be considered 
to what extent the company complies with its 
duty to prevent infringements resulting from 
its operations. The Court also determined that 
not only the implementation of an efficient 
compliance management system, set up to 
prevent infringements, must be considered, but 
also how the company conducts itself during the 
legal proceedings. If the legal entity subsequently 
improves the relevant systems and organises its 
internal processes to prevent or at least impede 
comparable infringements in the future, that can 
have an impact.

We anticipate that the courts will look more 
closely at compliance management systems in 
the future. Such systems are actual and verifiable 
evidence in any investigation as to whether or 
not a company is complying with its obligations 
to prevent criminal offences and misconduct. 
Therefore, companies should implement a 
compliance management system, or, if one 
already exists, consider whether any adjustments 
are needed.

At the end of June 2017, the European Union’s 
Fourth Money Laundering Directive came into 
effect. The new compliance measures for the 
prevention of money laundering and terrorist 
financing include, amongst other things, the 
introduction of a risk-based approach, whereupon 
the obligated persons under the money-
laundering regulations have to demonstrate 
adequate risk management. The responsibility 
for risk management and compliance with 
money laundering provisions will lie with 
those at management level. They also have to 
perform a risk analysis. The objective of the risk 
analysis is comprehensively to record and assess 
specific risks with regard to money laundering 
and terrorist financing. On this basis, suitable 

internal safeguards should be developed. The 
principal change is that people who do not 
belong to the financial sector are also obligated 
to perform a risk analysis. The risk analysis has 
to be documented and to be provided to the 
competent supervisory authority. The EU’s Fourth 
Money Laundering directive also provides for the 
implementation of an electronic transparency 
register, according to which legal persons have 
to provide information to a central register 
regarding their beneficial owners. In addition, the 
directive includes provisions for harmonisation, 
and a tightening of the catalogue of fines and the 
associated sanctions for violations of the money 
laundering obligations.

The German parliament accepted two 
proposed pieces of legislation in April 2017, 
aimed at developing a more effective approach 
against tax evasion and excessive tax avoidance. 
The first draft deals with harmful tax practices 
in connection with transfer of rights. The draft 
seeks to restrict the availability of tax deductions 
for licence payments and other expenses when 
transferring rights to related parties. The second 
proposed piece of legislation deals with the 
combating of tax evasion and other changes 
to tax provisions. Besides further reporting, 
disclosure and cooperation obligations should be 
introduced. If the measures envisaged in these 
Bills are implemented, the determination of 
relevant tax matters should become easier for the 
competent financial authorities.

Currently, there are no further legislative 
proposals related to anti-corruption. 2017 is an 
election year in Germany. The parliamentary 
elections will take place on 24 September 2017. 
As the focus now lies on election campaigns, 
it remains to be seen which parties will form a 
coalition and will provide the course for the next 
four years.

GTDT: What lessons can compliance 
professionals learn about government 
enforcement priorities from recent enforcement 
actions?

HHA: Public prosecutors in Germany still expect 
the voluntary active participation of companies 
in the investigation of misconduct. In criminal 
proceedings, this is typically coupled with an 
express or implicit indication that the amount of 
administrative fines will be contingent upon the 
level of cooperation.

This is now underlined and complemented 
by the above-mentioned decision of the 
Federal Supreme Court. This decision does not 
explicitly state that cooperation by the company 
in investigations will result in an advantage 
regarding the level of administrative fines, but it 
makes clear that companies can take precautions 
and that their efforts to prevent violations will 
be taken into account as a mitigating factor. This 

“Public prosecutors in Germany 
still expect the voluntary active 
participation of companies in the 
investigation of misconduct.”
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leads to the assumption that efforts to support 
investigations will also have a mitigating impact.

It is still uncertain whether the seizure 
of documents resulting from an internal 
investigation and in possession of a law firm 
is admissible. In 2010, the Regional Court 
of Hamburg concluded that the provision on 
attorney-client privilege in criminal proceedings 
does not apply to the company and its law firm, 
being third parties in relation to the defendants. 
Although this decision was heavily criticised 
because it fails to take into account the fact that a 
company cannot be a defendant (or co-defendant) 
in German criminal proceedings, other courts 
have followed this decision. The district court 
Munich decided in April 2017 that Volkswagen 
and its group subsidiary Audi have to accept the 
inspection and seizure of documents in the office 
of a law firm that was assigned to process and 
investigate the exhaust gas scandal. The court 
stated that the seizure of documents which were 
in possession of the law firm could not be legally 
challenged.

In July 2017, the German Federal 
Constitutional Court granted an interim 
injunction to prevent the use by public 
prosecutors of data and documents that were 
seized from the office of a law firm in connection 
with the exhaust gas scandal, which implicated 
one of the firm’s clients. The judges considered 
questions of privacy and confidentiality, and 
privilege, and the potential impact on the 
legally secured relationship of trust between the 
Volkswagen AG and the lawyers. The injunction 
was for six months, and a final decision of the 
court is still pending.

GTDT: What are the key areas of anti-
corruption compliance risk on which companies 
operating in your jurisdiction should focus?

HHA: Due to the recent changes brought in by 
the Money Laundering legislation, companies 
that fall within the scope of the provisions should 
focus on the implementation or improvement of 
their risk management and risk analysis systems. 
It is important to understand that there is no 
one-size-fits-all best-practice approach. The 
preventative measures of the individual company 
should be proportionate to the risks it faces, and 
should take into account the geographic reach 
and sector scope of the business, the financial 
value and duration of any projects it works on 
and the individuals it engages. This indirectly 
relates to the assessment of the nature and the 
extent of corruption risks the company is facing. 
As the business environment may change, 
this assessment should be periodic, informed 
and documented. It is also recommended that 
management is briefed to ensure that employees, 
agents and any other business associates of the 
company understand that corruption is never 
acceptable and will not be tolerated by the 

company. This should be emphasised by regular 
training measures, enhancing awareness of 
company procedures and the threats posed in the 
specific areas in which the company is operating. 
Furthermore, the company should constantly 
monitor the effectiveness of its anti-corruption 
procedures and strive for improvements where 
necessary, especially given that an effective and 
appropriate compliance management system may 
result in the reduction in the level of any fine.

Business activities in high-risk jurisdictions 
remain the key anti-corruption compliance risks 
for German companies. This especially relates 
to companies in the oil and gas, heavy industry 
or machinery sectors, but does likewise apply 
to other project-based involvement of German 
entities in high-risk countries. Specifically, when 
using agents or intermediaries to win business, 
compliance risks arise, as the company will not be 
able to fully control their actions taken overseas. 
Taking sufficient compliance measures, therefore, 
means to diligently check the people entrusted 
and ascertain that their involvement is necessary.

GTDT: Do you expect the enforcement policies 
or priorities of anti-corruption authorities in 
your jurisdiction to change in the near future? 
If so, how do you think that might affect 
compliance efforts by companies or impact 
their business?

HHA: As a consequence of the passing of new 
legislation on money laundering, companies 
should consider whether the new provisions apply 
to them. If so, it may be necessary for them to 
implement a risk management and risk analysis 
system. Companies which already fall within 
the scope of the Money Laundering Act should 
also review their existing systems to mitigate any 
legal risks. It can be assumed that anti-corruption 
authorities will be looking closely at whether the 
stricter requirements are being met.

Hans-Hermann Aldenhoff
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GTDT: Have you seen evidence of increasing 
cooperation by the enforcement authorities 
in your jurisdiction with authorities in other 
countries? If so, how has that affected 
the implementation or outcomes of their 
investigations?

HHA: There is increasing international 
cooperation between anti-corruption authorities. 
As well as providing direct assistance in law 
enforcement, prosecutors increasingly maintain 
informal contact with the enforcement authorities 
of other countries, especially those within the EU. 
Europol, Eurojust and Sirene continue to play an 
important role in the prevention and prosecution 
of financial crimes in the European Union. 
Germany, Belgium and the Netherlands have 
already established a joint centre of expertise for 
cross-border crimes in the Office for Euroregional 
Cooperation in Maastricht.

At the end of March 2017, the head of states 
and government leaders of 13 of the 28 European 
Union member states paved the way for an 
independent European prosecution authority. 
Besides Germany, the initiative is currently joined 
by the EU states Finland, Slovakia, Slovenia, 
Czech Republic, Portugal, France, Luxembourg, 
Spain, Lithuania, Bulgaria, Romania and 
Greece. The European Public Prosecutor’s 
Office (EPPO) is an independent EU authority 
set up to investigate and prosecute criminal 
offences which affect the financial interests of the 
European Union. This should apply especially to 
cross-border Value Added Tax fraud and fraud in 

connection with EU financial resources, as well as 
to cross-border corruption and money laundering. 
In the meantime, six more member states have 
indicated that they will join. The work of the 
EPPO is not expected to start before 2020.

GTDT: Have you seen any recent changes 
in how the enforcement authorities handle 
the potential culpability of individuals versus 
the treatment of corporate entities? How 
has this affected your advice to compliance 
professionals managing corruption risks?

HHA: In principle German law does not 
recognise the criminal liability of legal entities. 
Therefore, only the individual employees or legal 
representatives of the company will face criminal 
proceedings and charges. This issue is much 
discussed in German society and, therefore, is 
also an election issue for some parties. Currently, 
the owner of the company, the managing director 
and other high-ranking executives can be charged 
with crimes.

As discussions about the potential culpability 
of legal entities are once more the focus of public 
interest due to Dieselgate, we see a general 
tendency towards trying to press charges against 
senior staff or other representatives in the 
management level. This is based on the idea that 
company executives are obligated to prevent 
their subordinates from committing crimes. They 
have to keep an overall view about the company’s 
incidents and have to repeatedly inform and teach 
their employees to comply with legal obligations. 

“Prosecutors increasingly 
maintain informal contact 

with the enforcement 
authorities of other 

countries, especially those 
within the EU.”
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If they fail to do so, they should be held criminally 
liable for any acts committed by employees of 
their company.

Nevertheless, it must be noted that the legal 
entity will not escape any harm. Investigations by 
the public prosecutor may attract public attention 
and the mere disclosure of the investigations can 
lead to reputational damage. This is aggravated 
by the fact that the company often has to face 
damages claims from contractual partners or 
clients.

GTDT: How have developments in laws 
governing data privacy in your jurisdiction 
affected companies’ abilities to investigate and 
deter potential corrupt activities or cooperate 
with government inquiries?

HHA: German data protection law is very strict. 
This above all applies to internal investigations. 

One example is the employer’s right of access to 
emails sent and received by employees. While 
there is a lot that companies can do to prepare the 
organisation for internal investigations, such as 
good email and internet policies, or even works 
council agreements on the conduct of internal 
investigations, it is nevertheless very difficult to 
access emails in individual cases. Even the best 
rules and regulations may not be implemented by 
the employees and not efficiently monitored by the 
company. The problem is that grievances are often 
detected too late, after the horse has bolted.

But it is important to know for companies 
that even though the German data protection 
provisions are very strict, an investigation is 
generally admissible and not excluded. On the 
contrary, there are in most cases ways and means 
available to conduct an investigation.

THE INSIDE TRACK
What are the critical abilities or experience for an 
adviser in the anti-corruption area in your jurisdiction?

Project management remains the compliance experts’ 
most important ability. Corruption cases often combine 
aspects of labour, civil and criminal law, in cross-border 
cases sometimes ranging across several jurisdictions. Also, 
compliance professionals need to have the (potential) 
conflicts between the company and the individual as 
well as between the management and the supervisory 
board on their radar. A particular challenge is the conflict 
between the need to investigate and desire to self-disclose 
to public prosecutors and other regulators, versus strict 
data protection and labour laws that restrict available 
options to do so. In some cases, it is advisable to organise a 
collaborative defence of the various (potential) defendants. 
Additionally, lawyers are increasingly often involved 
in proactive and reactive press work, having to ensure 
that negative implications for the reputation of affected 
companies are minimised.

What issues in your jurisdiction make advising on anti-
corruption compliance unique?

German law does not recognise corporate criminal liability. 
Furthermore, there is no codified special law with regard to 
the conduct of an internal investigation; case law continues 
to evolve. Any investigative action, therefore, is determined 
merely by civil and criminal laws. Even more astonishing 
to international clients, whistle-blowers do not enjoy 
special protection in Germany and, in fact, may even face 
disciplinary proceedings from their employer if they bring 
a complaint before public authorities prior to disclosing 
the matter to the employer. The only exception to this is 
in the financial services sector, where, since 2 July 2016, 

whistle-blowers have enjoyed protection from disciplinary 
proceedings brought by their employer, as well as criminal 
proceedings, with regard to their whistle-blowing activities.

What have been the most interesting or challenging anti-
corruption matters you have handled recently?

Our most sensitive matter related to an investigation in 
the utilities industry, initially triggered by an anonymous 
whistle-blower. He had accused a senior employee of taking 
bribes in lieu of procurement of electricity at no cost to the 
customer. A distinct problem arose because the individual 
in question is the husband of the mayor of the city that is the 
majority shareholder in the company.
The matter involved the investigation, subsequent criminal 
proceedings and civil litigation against the perpetrator; but 
also required us to advise on establishing Chinese Walls 
between the company’s management and the mayor in her 
capacity as chairwoman of the supervisory board for the 
duration of the investigation. A particular part of our advice 
concerned the management of public relations to minimise 
the reputational and political fall-out.

We advised a globally active Life Sciences company on 
a corruption case that had occurred in Lebanon including 
possible implications of the case for its US business.

Lastly, having previously acted as an expert to the 
German parliament in the legislation process for the bill on 
anti-corruption in healthcare, I have since its enactment 
acted as an expert to various medical devices and pharma 
companies on the implications of the new law.

Hans-Hermann Aldenhoff
Simmons & Simmons
Düsseldorf
www.simmons-simmons.com
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